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Resolves to/

"@context": "https://www.w3.org/ns/did/v1i",
"id": "did:example:123456789abcdefghi",

"authentication": [{ /
b,

Denotes (identifies)

Controls

"service": [{ Describes
}
}
DID document DID subject
(an information resource on the web) (a non-information resource in the real world)
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// 1709l 3IH7|2t 1749 MH|AE 7t DID document +&

{
// JSON-LD context statement,
// required in JSON-LD documents (but not in other DID document representations).
"@context": "https://www.w3.0rg/ns/did/v1",

// DID subject (E%)
"id": "did:example:123456789abcdefghi",

// DID controller (&M): DID document HZA H3tS 7H7
"controller": "did:example:bcehfew7h32f32h7af3",

// public key for authenticating the DID subject. (&4M)
"authentication": [{

"id": "did:example:123456789abcdefghi#keys-1",

"type": "Ed25519VerificationKey2018",

"controller": "did:example:123456789abcdefghi",

"publicKeyBase58" : "H3C2AVvLMv6gmMNam3uVAjZpfkcICwDwnZn6z3wXmgPV"
hap
// MH|A service endpoint(&M) for exchanging verifiable credentials.
// DID subject® communicationdt= HH
"service": [{

"id":"did:example:123456789abcdefghi#vcs",

"type": "VerifiableCredentialService",

"serviceEndpoint": "https://example.com/vc/"

1]

DID methods
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@ Verifiable credentials

{

"issuer": "did:example:456",

"credentialSubject": { _ A verifier resolves the issuer’s DID
"id": "did:example:123", in order to look up the public key
"degree”: "M.sc." needed to verify the signature on a

}, verifiable credential.

"proof": {

" ": "eyJhbGci0iJSUzI1IN...",

@ Login

_ Challenge?
Response: did:example:123, proof

Login request

-

A relying party resolves a user’s DID 3
in order to look up the public key needed
to verify a proof during a challenge-
response authentication protocol.

@ Service discovery Q
2 did:example: 456
tca*‘ed
(et oed

L™
15

o A
(\GN
@]

N

An application resolves an entity’s DID
in order to discover a service endpoint
for interacting via a secure protocol.

e Remote binding Remote Read operation DID method
- - - -
DID resolver HTTPS GET DID resolver DID document QERGAGAG)

OF7[HX &/
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DID [ path [ query [fragment]

recorded on
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-“implements
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DID document \4 :
DID controls [CalsoKnownas | - [ (property X) | -~ refers to
controller \

DID document-relativ\)q ....... im plements
fragment dereference

External
Resource

DID URLs
ZAO|E URLT Z0| DIDE #2| 2EZ S S8 7} T2H0|E ALE 7ts

Table 8.1 Example DID URLs and their meanings

did:example:1234#keys-1

DID URL with a fragment. Identifies a specific public key inside the DID’s associated DID document. This
is similar to how an http: or https: URL with a fragment can point to a specific bookmark within an HTML
web page.

did:example:1234;version-id=4
DID URL with a DID parameter (version-id). Identifies a previous version of the DID's associated

DID document, as opposed to the latest version. This is useful when the contents of a DID document
have been updated but a stable reference to a specific version is needed.

did:example:1234;version-id=4#keys-1
This DID URL is a combination of the previous two examples. It identifies a specific public key inside a
specific previous version of the DID's associated DID document.

did:example:1234/my/path?query#fragment

DID URL with a path, query string, and fragment. The meaning and processing rules of this DID URL are
not defined by the core DID standard but are dependent on the DID method and/or the application that
consumes the DID URL.

did:example:1234;service=hub/my/path?query#fragment
DID URL with a DID parameter (service). Identifies a specific service inside the DID’s associated DID
document (in this case, the hulb service). The meaning and processing rules of the remaining syntactic

components (path, query string, fragment) are not defined by the core DID standard but are specific to
the hub service.
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DID method (00 Q0 06 OO OO O O O O O O A6 )

|
k-
e

I
‘| DID document
it
\ "@context": "https://www.w3.org/ns/did/viv,
; "id": "did:example:1234", @
- ) "authentication": [{
did:example: 1234 " "idv; ndid:example:1234#keys-1",
"type": "Ed25519VerificationKey2018",
"controller": "did:example:1234",
DID "publicKeyBase58": "H3C2AVvLMvegmMNam3uVAjZpfkcJIZnéz3wXmgPVv"
1.,
"gservice" : [{
nid" : "did:example:1234#vcs",
"type": "VerifiableCredentialService",
"gerviceEndpoint": "https://example.com/vc/"

P ——

resolve ()
[

dereference ()

S S,

1]

. _ ) { ©)
did:example: 1234#keys-1 "jid": vdid:example:1234#keys-1",

"type": "Ed25519VerificationKey2018",
| DID | "controller": "did:example:1234",
[ "publicKeyBase58" : "H3C2AVvVLMv6gmMNam3uVAJjZpfkcdZnéz3wXmgPv"

DID URL }

DID Et¢
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Table 8.4 The broad categories of DID methods developed as of August 2020

Category Description and examples

Ledger-based The original category of DID methods involves a blockchain or other distributed led-
DIDs ger technology (DLT), which serves the purpose of a registry that is not controlled
by a single authority. This registry is typically public and globally accessible. A DID
is created/updated/ deactivated by writing a transaction to the ledger, which is
signed with the DID controller’s private key:

did:sov:WRfXPg8dantKVubE3HX8pw

did:btcr:xz35-jzv2-gqgs2-9wjt
did:ethr:0xE6Fe788d8ca214A080b0f6aC7F48480b2AEfa%a6
did:vl:test:nym:3AEJTDMSXDDQpyUftjuoceZ2Bazp4Bswjlce7FIGybCUU

Ledger An improvement to classic ledger-based DID methods, this category adds an addi-
middleware tional storage layer such as a distributed hash table (DHT) or traditional replicated
(Layer 2) DIDs database system on top of the base layer blockchain. DIDs can be created/

updated/deactivated at this second layer without requiring a base layer ledger
transaction every time. Instead, multiple DID operations are batched into a single
ledger transaction, increasing performance and decreasing cost:

did:ion:test:EiDk2RpPVUC4WNANUTNn_ 4YXJcz]jzil0zLG1XE4AjkcGOLA
did:elem:EiB9htZdL3stukrklAnJO0hrWuCdXwR27TNDO7Fh9HGWDGY

Peer DIDs This special category of DID method does not require a globally shared registration
layer such as a blockchain. Instead, a DID is created and subsequently shared with
only one other peer (or a relatively small group of peers). The DIDs that are part of
the relationship are exchanged via a peer-to-peer protocol, resulting in private
connections between the participants (see https://identity.foundation/peer-did-
method-spec/index.html):

did:peer:1zQmZMygzYgNwU6Uhmewx5Xepf2VLp5S4HLSwwgf2aikKZuwa

Static DIDs There is a category of DID methods that are “static”, i.e. they enable a DID to be
created and resolved, but not updated or deactivated. Such DID methods tend to
not require complex protocols or storage infrastructure. For example, a DID may
simply be a “wrapped” public key, from which an entire DID document can be
resolved algorithmically, without requiring any data other than the DID itself:

did:key:z6MkfriglMgLBoPWecGoDLjguolsBobrjé6wT3gZ5BxkKpuPé

Alternative DIDs A number of other innovative DID methods have been developed that do not fall
into any of the previous categories. They demonstrate that DID identification
architecture is flexible enough to be layered on top of existing internet protocols,
such as Git, the Interplanetary File System (IPFS), or even the web itself:

did:git:625557b5a9%cdf399205820a2a716dag897e2f£9657
did:ipid:OmYA7p467t4BGgBL4ANMyHt sXMOPrYH9b3kSG6edbgFYskdm
did:web:uport.me

DID7} Zt&S5}= Ol (OF7 =X 2H7H)

« identity 2Ct cryptography2| 2&0f|A DID7} 2f Z&5H=X|
« Public Key Infrastructure (PKI)2| XX
o SEM 1: MEH PKIZE
o SiiZ# 2: web-of-trust 2
o SHZEM 3: ZI47| 7|8t AHX} (Public key-based identifiers)
o d{{Z* 4: DIDs and DID documents
= DID controller 37H/74217| 7|gt A'HX} (DID) 4 M
= DID controller 37H/7H217| HE A
= MZ2 DID documentE O|™ document?| 7iQI7|Z2 AME (chain of trust)
= DID document= CARI0| = S717|0l| CHet digital certificate S %
o DIDs®| 47tX| ZH (that go beyond PKI)
o 1: Guardianship and controllership
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o 2: Service endpoint discovery
o 3: DID-to-DID connections
o 4: Privacy by design at scale

DIDS| 90|

o FAEXNMHOZ EXOIX| t2H, AUSS AHESE

Origin Address type
1994 Persistent address (URN)
1994 Web address (URL)

2003 Social network address
2009 Blockchain address
2016 DID

o 7|E} B|AA

o 2020-02-SSI ?H|Lt Xt=
o COOV DID 7%

= infra HAE AT
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Network
World Wide Web (machine-friendly)
World Wide Web (human-friendly)
Social network
Blockchain or distributed ledger network

DID network
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